
EXERCISE
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PROGRAM INSTRUMENTATION REVIEW

Write your name and answer the following on a piece of paper

Give an example of a program where Steensgard’s analysis will indicate a false-

positive points-to relationship that Andersen’s would avoid



EXERCISE SOLUTION
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PROGRAM INSTRUMENTATION REVIEW



ADMINISTRIVIA
AND 
ANNOUNCEMENTS

Hope you weren’t expecting the quiz today!



STATIC 
INSTRUMENTATION
EECS 677: Software Security Evaluation

Drew Davidson
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PREVIOUSLY: PROGRAM INSTRUMENTATION
REVIEW: LAST LECTURE

ALTER THE PROGRAM TO GAIN MORE 
INFORMATION OUT OF DYNAMIC ANALYSIS

USES

Diagnostics: Figure out what the program is doing

Static analysis refinement: Determine if a bug is real?
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THIS LESSON: STATIC INSTRUMENTATION
REVIEW: LAST LECTURE

INSERTING MEASUREMENT PROBES 
INTO A PROGRAM BEFORE IT IS RUN

More closely associated with proactive 

software evaluation – (why?)

TWO FORMS OF INSTRUMENTATION

Static instrumentation – Alter the program 

statically, to gain information at runtime

Dynamic instrumentation – Alter the program at runtime, 

potentially leveraging runtime info
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STATIC INSTRUMENTATION TOOLS
PROGRAM INSTRUMENTATION: APPROACH

OFTEN BUILT RIGHT INTO COMPILER

LLVM Coverage tools

GCC Coverage tools

Google’s closure compiler

SOMETIMES BUILT UPON OPTIMIZER

https://github.com/google/closure-compiler



LECTURE OUTLINE

• Example: Test Coverage

• Using LLVM 

Instrumentation

• Developing LLVM 

Instrumentation
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TEST COVERAGE
EXAMPLE: TEST COVERAGE

HOW DO WE KNOW IF OUR TEST 
SUITE IS SUFFICIENT?

Line/branch/path coverage – How many 

lines/branches/paths of the program does suite 

exercise?
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TEST COVERAGE
EXAMPLE: TEST COVERAGE

HOW DO WE KNOW IF OUR TEST 
SUITE IS SUFFICIENT?

Line/branch/path coverage – How many 

lines/branches/paths of the program does suite 

exercise?

1: int f(bool b) {

  2: Obj * o = null;

  3: int v = 2;

  4: if (b) {

  5: o = new Obj ();

  6: v = rand_int();

  7: }

  8: if (v == 2){

  9: o->setInvalid();

 10: }

 11: return o->property();

 12: }

true → b
3 → v

true → b
2 → v

false → b
- → v

Test Case 1 Test Case 2 Test Case 3
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ASSESSING COVERAGE
PROGRAM INSTRUMENTATION: APPROACH

BIG IDEA: INJECT COUNTERS

Simple: Add a counter at every instruction

Better: Add a counter at every basic block

WHAT COVERAGE INFORMATION DOES THIS GIVE 
US?

Instruction: Yes!

Branch: Yes!

Path: No!

1: int f(bool b) {

  2: Obj * o = null;

  3: int v = 2;

  4: if (b) {

  5: o = new Obj ();

  6: v = rand_int();

  7: }

  8: if (v == 2){

  9: o->setInvalid();

 10: }

 11: return o->property();

 12: }

 13: 
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EFFICIENT PATH AND BRANCH COUNTERS
PROGRAM INSTRUMENTATION: APPROACH

BALL AND LARUS ‘96

Intuition:

- Assign integer values to edges such that no two 

paths compute the same path sum (Section 3.2). 

- Select edges to instrument using a spanning tree



LECTURE OUTLINE

• Example: Test Coverage

• Using LLVM 

Instrumentation

• Developing LLVM 

Instrumentation
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SETUP / ASSUMPTIONS
LLVM BUILT-IN INSTRUMENTATION

THIS PORTION OF THE LECTURE USES A CLANG++ INSTALLATION.

sudo apt install clang++ llvm-dev

INSTALLATION (ON A LOCAL MACHINE)

Should work for many versions of LLVM (tested on clang++-18)

Works on clang++14 (which is installed on the cycle servers)
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LLVM COVERAGE INSTRUMENTATION
LLVM BUILT-IN INSTRUMENTATION

GOAL: ASSESS THE COVERAGE OF A TEST SUITE

Piggyback on LLVM’s PGO facilities

APPROACH: USE LLVM’S BUILT-IN INSTRUCTION 
INSTRUMENTATION

1) Insert PGO probes

2) Interpret probes as coverage measurements

Profile-guided optimization



19

LLVM: INSERTING PGO PROBES
LLVM BUILT-IN INSTRUMENTATION

-fprofile-instr-generate

-fprofile-generate

Generate profile information at the source instruction level

Generate profile information at the IR level

Map instrumentation results to source code

-fcoverage-mapping
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LLVM: INSERTING PGO PROBES
LLVM BUILT-IN INSTRUMENTATION

Let’s write a simple LLVM program, then observe the probes…

clang++ prog.c –o prog -fprofile-instr-generate –emit-llvm 

-fcoverage-mapping

This will cause the program to output an additional coverage file in the 

location of the environment variable LLVM_PROFILE_FILE

export LLVM_PROFILE_FILE=test1.prof
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LLVM COVERAGE INSTRUMENTATION
LLVM BUILT-IN INSTRUMENTATION

GOAL: ASSESS THE COVERAGE OF A TEST SUITE

Piggyback on LLVM’s PGO facilities

APPROACH: USE LLVM’S BUILT-IN INSTRUCTION 
INSTRUMENTATION

1) Insert PGO probes

2) Interpret probes as coverage measurements
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LLVM: COVERAGE REPORT
LLVM BUILT-IN INSTRUMENTATION

The profile file is useful for a variety of things (i.e. PGO). As such, it is not 

(immediately) human-readable 

We’ll use some extra tools to generate a readable report

llvm-profdata merge -sparse test1.prof -o final.profdata

llvm-cov show prog -instr-profile=final.profdata >& profile.report
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PUTTING IT ALL TOGETHER
REVIEW: LAST LECTURE

THESE COMMANDS WORK FINE FOR 1 TEST RUN, BUT WE CARE ABOUT TEST 
SUITES 

clang++-18 prog.ll –o prog -fprofile-instr-generate -fcoverage-mapping

export LLVM_PROFILE_FILE=test1.prof

./prog

export LLVM_PROFILE_FILE=test2.prof

./prog

llvm-profdata merge -sparse test*.prof -o final.profdata

llvm-cov-18 show prog -instr-profile=final.profdata >& profile.report
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EXAMPLE: LLVM COVERAGE INSTRUMENTATION
PROGRAM INSTRUMENTATION: APPROACH

DEMO: LET’S CONSIDER A CALCULATOR APP

Attempt to achieve full line coverage
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CUSTOM INSTRUMENTATION
DEVELOPING LLVM INSTRUMENTATION

THE PREVIOUS EXAMPLE TOOK ADVANTAGE OF PRE-EXISTING 
INSTRUMENTATION 

What if we wanted to make our own custom 

instrumentation?



LECTURE OUTLINE

• Example: Test Coverage

• Using LLVM 

Instrumentation

• Developing LLVM 

Instrumentation
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CUSTOM INSTRUMENTATION
DEVELOPING LLVM INSTRUMENTATION

GETTING STARTED

1) Reference the LLVM API

2) Build our own (trivial) analysis pass

3) Hook into the LLVM opt infrastructure

4) Run our analysis pass

GOING FURTHER

Insert more full-featured functionality

(https://llvm.org/doxygen/classllvm_1_1IRBuilder.html) 

Everyone

BIG IDEA: REWRITE THE PROGRAM TO 
TATTLE ON ITSELF

https://llvm.org/doxygen/classllvm_1_1IRBuilder.html
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EXAMPLE: LLVM CUSTOM INSTRUMENTATION
DEVELOPING LLVM INSTRUMENTATION

LET’S REMOVE AND ADD SOME INSTRUCTIONS!

Consider a simple “add2” program:

#include <stdio.h>

int main(int argc, const char** 

argv) {

    int num;

    scanf("%i", &num);

    printf("%i\n", num + 2);

    return 0;

}

Let’s insert another printf here
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EXAMPLE: LLVM CUSTOM INSTRUMENTATION
DEVELOPING LLVM INSTRUMENTATION

LET’S TAKE IT TO THE TERMINAL!



WRAP-UP

WE’VE DESCRIBED THE THEORY AND 
PRACTICE OF PROGRAM INSTRUMENTATION 

30

Next time: Consider how we generate test cases
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