
EXERCISE #25
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LINTING REVIEW

Write your name and answer the following on a piece of paper

Give an example of a legal program in C that a linter would nevertheless flag



ADMINISTRIVIA
AND 
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INSTRUMENTATION
EECS 677: Software Security Evaluation

Drew Davidson
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LAST TIME: LINTING
REVIEW: LAST LECTURE

REMOVING THE “STRAY FIBERS” OF A 
PROGRAM

Lint – The original analysis tool

Splint – Security analysis tool

NOTABLE ANALYSIS TOOLS

Analyze common “anti-patterns” that are likely 

to cause issues (security and otherwise)



CLASS PROGRESS

MOVING ON TO DYNAMIC ANALYSIS
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More heuristic by nature
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LIMITS OF STATIC ANALYSIS
PROGRAM INSTRUMENTATION: BASIC IDEA

PRACTICAL ISSUES

- Unsoundness of bug finding / 

incompleteness of program verification

- Scalability

- Significant engineering effort
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REVISING DYNAMIC ANALYSIS
PROGRAM INSTRUMENTATION: BASIC IDEA

GIVING UP ON GUARANTEES

- Finding bugs (even “low-hanging fruit”) 

is useful!

ADVANTAGES

- Simplest form: testing
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BEYOND TESTING
PROGRAM INSTRUMENTATION: BASIC IDEA

LIMITATIONS OF “PLAIN” TESTING

- Property may not be immediately 

observable from output alone

- The circumstances under which the 

issue occurs may not be obvious 
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INSERTING PROGRAM PROBES
PROGRAM INSTRUMENTATION: BASIC IDEA

MANY  PROGRAMMING  LANGUAGES  HAVE  
EXPLOITABLE  CONSTRUCTS

Programming constructs that 

do not operate as intended 

under unforeseen 

circumstances

INSERT CHECKS / REPORTS INTO THE 
ANALYSIS TARGET

Addresses both of the previous issues – can 

report upon program state and even program 

path

A NEW CONCERN – THE EFFICIENCY 
OF THE (INSTRUMENTED) PROGRAM

Potential slowdown on each program path

LACK OF HOLISTIC INFORMATION

Somewhat limited by the information the 

probes can report
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EXAMPLE: CONTROL PROFILING
PROGRAM INSTRUMENTATION: BASIC IDEA

COUNTING HOW MANY TIMES CERTAIN 
BEHAVIORS OF THE PROGRAM ARE 
EXERCISED

Why is this useful? (Placing sanitizers)

THIS ACTUALLY TURNS OUT TO BE A 
LITTLE BIT TRICKY!

Actually turns out to be a little bit tricky!

We’ll describe some of the issues / solution as 

per Ball and Larus, ‘96
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BRANCH FREQUENCY
PROGRAM INSTRUMENTATION: APPROACH

NAÏVE APPROACH: INSTRUMENT 
PROBES AT EACH EDGE

Inefficient!

We don’t really need an A -> B counter

(it’s the sum of the B-> C and B -> D counters) 
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EXAMPLE: COVERAGE / FREQUENCY
PROGRAM INSTRUMENTATION: APPROACH

EXAMPLE OF INSTRUMENTATION: 
COUNTING EXECUTION FREQUENCY  

Why is this useful? (Placing sanitizers)

Let’s first consider inserting edge counters

Inefficient!

We don’t really need an A -> B counter

(it’s the sum of the B-> C and B -> D counters) 
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PATH FREQUENCY
PROGRAM INSTRUMENTATION: APPROACH

NAÏVE IMPLEMENTATION: SUM UP 
EDGE COUNTERS
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EFFICIENT PATH AND BRANCH COUNTERS
PROGRAM INSTRUMENTATION: APPROACH

BALL AND LARUS ‘96

Intuition:

- Assign integer values to edges such that 

no two paths

compute the same path sum (Section 3.2). 

– Select edges to instrument using a 

spanning tree
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INSTRUMENTATION APPROACHES
PROGRAM INSTRUMENTATION: APPROACH

STATIC INSTRUMENTATION

Add probes before the program is run (i.e. 

rewrite the program executable)

DYNAMIC INSTRUMENTATION

Probe while the program is run (i.e. insert 

probes just-in-time or as part of the 

environment)
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DYNAMIC INSTRUMENTATION TOOLS
PROGRAM INSTRUMENTATION: APPROACH

FREQUENTLY INVOLVE A CUSTOM RUNTIME

Add probes before the program is run (i.e. 

rewrite the program executable)

EXAMPLES

Intel PIN

GDB
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DYNAMIC INSTRUMENTATION EXAMPLE: GDB
PROGRAM INSTRUMENTATION: APPROACH

set variable a = 3

gcc -O0 –g prog.c –o prog 

gdb prog

b 5

n



WRAP-UP

WE’VE DESCRIBED 2 FORMS OF 
ALTERING THE PROGRAM 
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More heuristic by nature
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