
EXERCISE #35
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BUG ISOLATION REVIEW

Write your name and answer the following on a piece of paper

Cooperative Bug Isolation (CBI) avoids the use of a periodic global counter to report 

bugs. It also avoids the use of a random test at each report point. Why?
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WHERE WE’RE AT

GRAB-BAG TOPICS!
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PREVIOUSLY: BUG ISOLATION
LAST LECTURE REVIEW

ISOLATING CAUSE-EFFECT CHAINS IN 
PROGRAM MISBEHAVIOR

Bug

• Why we isolate bugs

• How we isolate bugs 
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THIS LECTURE
BUG ISOLATION

SOFTWARE SUPPLY CHAIN SECURITY

• Supply chain overview

• Threats

• Defenses
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WHAT IS A SOFTWARE SUPPLY CHAIN?
SOFTWARE SUPPLY CHAINS: OVERVIEW

DEFINITION

The components, libraries, tools, and processes used to develop, 

build, and publish a software artifact.

RELATED TERMINOLOGY

(somewhat inspired by traditional supply chains)

Software Bill of Materials (SBOM) – A declaration of the the 

inventory of components used to build a software artifact
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SOFTWARE SUPPLY CHAIN - IMPACT
SOFTWARE SUPPLY CHAINS: OVERVIEW

Your code

3rd party-code

65 – 95%

5 – 35%



9

MODERN SOFTWARE ECOSYSTEMS
SOFTWARE SUPPLY CHAINS: OVERVIEW

LBES (LANGUAGE-BASED ECOSYSTEMS)

The enabling infrastructure for delivering software supply chains

- Packages

- Dependencies 

- Repositories
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DEPENDENCY WEBS
SOFTWARE SUPPLY CHAINS: OVERVIEW

DEPENDENCIES… HAVE DEPENDENCIES!

The components, libraries, tools, and processes used to develop, 

build, and publish a software artifact.
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PACKAGE MANAGERS FRONTENDS
SOFTWARE SUPPLY CHAINS: OVERVIEW

VASTLY SIMPLIFY THE TASK OF DEPENDENCY MANAGEMENT

Finding, fetching and installing the dependency web
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BENIGN-MODEL CHALLENGES
SOFTWARE SUPPLY CHAINS: THREATS

EVEN LACKING MALICIOUS INTENT, SUPPLY CHAIN SECURITY CHALLENGES ARISE

The components, libraries, tools, and processes used to develop, 

build, and publish a software artifact.

Software rot – The world changes, software needs to change with it

Incompatibilities – A dependency might change
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WHO UPLOADS PACKAGES?
SOFTWARE SUPPLY CHAINS: THREATS

ANYBODY!

Most package repositories are completely free to use

Allow pseudonymous identification
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THE SEA OF GARBAGE
SOFTWARE SUPPLY CHAINS: THREATS

MOST PACKAGES ARE 
NEVER INSTALLED 
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MALICIOUS-MODEL CHALLENGES
SOFTWARE SUPPLY CHAINS: THREATS

ANYBODY CAN UPLOAD… DESPITE THEIR INTENT

Very little vetting on whether the package is ok 
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THREAT VECTORS
SOFTWARE SUPPLY CHAINS: THREATS

INSTALL-TIME ATTACKS RUN-TIME ATTACKS

Insert bad code that impacts your usersInsert bad code that impacts your installation



17

PROTESTWARE
SOFTWARE SUPPLY CHAINS: THREATS
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PROTESTWARE
SOFTWARE SUPPLY CHAINS: THREATS
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MALWARE / SPYWARE
SOFTWARE SUPPLY CHAINS: THREATS
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CONFUSION ATTACKS
SOFTWARE SUPPLY CHAINS: THREATS

HOW DO YOU GET MALICIOUS 
PACKAGES INSTALLED

Trick the user!
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THIS LECTURE
BUG ISOLATION

SOFTWARE SUPPLY CHAIN SECURITY

• Supply chain overview

• Threats

• Defenses

What are we supposed to do about all this trouble?
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PREVENTING CONFUSION: PACKAGE NAMES
SOFTWARE SUPPLY CHAINS
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SCRUTINY
SOFTWARE SUPPLY CHAINS: DEFENSES

CAN WE TELL IF A PACKAGE IS BEING VETTED?
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SCRUTINY
SOFTWARE SUPPLY CHAINS

CAN WE TELL IF A PACKAGE IS BEING VETTED?
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PREVENTING CONFUSION: CLONES
SOFTWARE SUPPLY CHAINS
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PREVENTING CONFUSION: CLONES
SOFTWARE SUPPLY CHAINS
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PREVENTING CONFUSION: CLONES
SOFTWARE SUPPLY CHAINS
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PREVENTING INSTALL-TIME EXPLOITS
SOFTWARE SUPPLY CHAINS

Allow package users and repository 

maintainers to specify acceptable 

install-time behavior
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PREVENTING INSTALL-TIME EXPLOITS
SOFTWARE SUPPLY CHAINS
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PREVENTING INSTALL-TIME EXPLOITS
SOFTWARE SUPPLY CHAINS
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WRAP-UP
SOFTWARE SUPPLY CHAINS

AN APPLICATION IS MORE THAN YOUR CODE

Likely mostly somebody else’s code!

- Very little vetting

- Very little protection
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